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(S) Location identification in a communications signalling network. 



@) A nnonitor probe (21) for a connnnunications sig- 
nalling network, such as an SS7 network, is arranged 
to determine its own location on the signalling net- 
work by watching for a particular type of message 
which carries the required information in its routing 
label. The routing label of a message is the part of 
the message indicating the source and destination 
points for the message as well as providing link- 
related information for cases where more than one 
link connects two signalling points. Whilst the routing 
label of most messages on an 887 network does not 



give a reliable indication of the absolute identity of 
the link on which the message was monitored, in the 
case of signalling link test messages, the routing 
label contains the identity of the two points (20) at 
the end of the link on which the message was 
monitored as well as the identity of the link as 
between that link (18A) and any other parallel link 
(18B, C); these items of information form an absolute 
identifier for the link (18A) which the message was 
monitored. 
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Technical Field 

This invention relates to location identification 
in a communications signalling network, and in 
particular, but not exclusively, to a monitor probe 
that automatically identifies its location in a signal- 
ling network operating substantially in accordance 
with Signalling System N.7, as specified by the 
CCITT, such a network being herein referred to as 
an SS7 network. The CCITT Signalling System 
Number 7 is specified in Recommendations Q.700- 
Q.716 CCITT Volume VI - Fascicle VL7, Geneva 
1989. ISBN 92-61-03511-6 which is herein incor- 
porated by reference. 

Background Art 

In modern communications technology it has 
become common practice to provide two related 
but separate network infrastructures: a transmission 
network for carrying end-user data traffic, and a 
signalling network for controlling operation of the 
transmission network in accordance with control 
signals transferred through the signalling network. 
In practice such signalling networks comprise high- 
speed computers interconnected by signalling 
links; computer programs control the computers to 
provide a set of operational and signalling functions 
in accordance with a standardized protocol. One 
example of such a signalling protocol is the afore- 
mentionned Signalling System No. 7 (SS7) which is 
being extensively deployed for control of telephone 
and other data transmission networks. An SS7 net- 
work basically comprises various types of signal- 
ling points, namely, signalling end points (SEPs) 
and signalling transfer points (STPs) interconnected 
by signalling links, the SEPs being associated for 
example with respective service switching points 
(SSPs) of the transmission network, and service 
control points (SCPs). 

The large size and complexity of the transmis- 
sion network entails a correspondingly large and 
complex signalling network, controlled by very so- 
phisticated computer programs. The complexity of 
signalling networks is increased by the need to 
provide redundancy to ensure that failure of a 
single component of the network does not cause 
failure of the entire network, and thus of the asso- 
ciated transmission network. Thus, for example, it 
is common in SS7 networks to provide each SSP 
or SCP with at least two signalling links to respec- 
tive members of a pair of geographically-separated 
STPs. 

In order to be able to carry out independent 
monitoring of the signalling network, monitor 
probes may be temporarily or permanently in- 
stalled on one or more links to monitor messages 
flowing on the link or links. By monitoring these 
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messages it is possible to gain an insight into the 
behaviour of the network and to detect faults. One 
example of a monitor probe is the Hewlett-Packard 
37900B Signalling Test Set. 

5 When a monitor probe is permanently or semi- 

permanently installed on a link, generally provision 
is made to have the probe send the results of its 
monitoring operations automatically to a remote 
management station; this station may also be able 

70 to control the probe to change the focus of its 
monitoring activities. Of course, for the results 
coming from a probe to be useful to the manage- 
ment station, the location of the probe, in terms of 
the absolute identity of the link on which it is 

75 installed, must be made known to the management 
station. This is generally done by having the install- 
ing technician communicate this information to the 
management station. This can take a considerable 
time and is prone to errors. 

20 It is an object of the invention to facilitate the 

identification of the link on which a monitor probe is 
installed. 

Summary of the Invention 

25 

According to the present invention, the monitor 
probe is arranged to determine its own location on 
the signalling network by watching for a particular 
type of message which carries the required in- 

30 formation in its routing label. The routing label of a 
message is the part of the message indicating the 
source and destination points for the message as 
well as providing link-related information for cases 
where more than one link connects two signalling 

35 points. Whilst the routing label of most messages 
on an SS7 network does not give a reliable indica- 
tion of the absolute identity of the link on which the 
message was monitored, in the case of signalling 
link test messages, the routing label contains the 

40 identity of the two points at the end of the link on 
which the message was monitored as well as the 
identity of the link as between that link and any 
other parallel link; these items of information form 
an absolute identifier for the link on which the 

45 message was monitored. 

Thus according to one aspect of the present 
invention, there is provided a monitor probe for 
monitoring a selected link of an SS7 network, the 
probe being operative to detect a signalling link 

50 test message on said selected link and to read and 
subsequently use the contents of the routing label 
of that message as an absolute identifier of said 
selected link. 

The invention is. infact, applicable to any item 

55 of apparatus that is to be connected to an existing 
signalling link; where such apparatus is not itself 
monitoring apparatus, then appropriate monitoring 
means will need to be provided. 

2 
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Thus, according to another aspect of the 
present invention, there is provided a apparatus 
intended for connection to an SS7 link carrying 
messages each including a routing label, these 
messages including signalling link test messages, 
said apparatus comprising; 

- interface means for interfacing the apparatus 
to an SS7 signalling link. 

- monitoring means connected to the interface 
means for monitoring messages on the sig- 
nalling link to which the apparatus is inter- 
faced, the monitoring means including link- 
identity detector means responsive to the 
presence of a said signalling link test mes- 
sage on the link to read and store the con- 
tents of the routing label of that message as 
an absolute identifier of the link, and 

- reporting means for sending said absolute 
identifier to a remote management station to 
inform the latter as to which link the appara- 
tus is interfaced. 

The absolute identifier of the link can be sent 
to the management station each time any informa- 
tion is passed to the station from the apparatus. 
Alternatively, this absolute identifier can be sent 
once along with an apparatus identifier that is then 
used in all subsequent communications with the 
management station; this approach is preferred be- 
cause it enables the management station to distin- 
guish between multiple items of apparatus installed 
on the same link. 

According to a further aspect of the present 
invention, there is provided apparatus intended for 
connection to a telecommunications signalling net- 
work, said network being of the type having a 
plurality of signalling points interconnected by sig- 
nalling links with at least certain of said signalling 
points being directly interconnected by more than 
one link in parallel, the network being arranged to 
carry messages of several different types with each 
message including both message type information 
as well as routing information, said routing informa- 
tion identifying for at least one message type, but 
not all said types, the signalling points directly 
connected by the link carrying the message con- 
cerned and the identity of that link as between that 
link and any other parallel link; said apparatus 
comprising: 

- interface means for interfacing the apparatus 
with a said signalling link; 

- monitoring means connected to the interface 
means for monitoring messages on the link to 
which the apparatus is interfaced, said moni- 
toring means including link-identity detector 
means responsive to the presence of a mes- 
sage of a said at least one message type on 
said link, to read, as an absolute link identifier 
for the link carrying the message, the routing 



Information contained in the message, and 
- means for reporting to a remote management 
station the read-off absolute link identifier. 

5 Brief Description of Drawings 

A monitor probe embodying the present inven- 
tion will now be described, by way of non-limiting 
example, with reference to the accompanying 
10 drawings, in which: 

Figure 1 is a schematic diagram of a part of 

an SS7 signalling network; 
Figure 2 is a block schematic diagram of a 
probe used for monitoring a link of 
75 the network shown in Figure 1 ; and 

Figure 3 is a diagram illustrating the com- 
position of a signalling link test 
message carried by the SS7 net- 
work of Figure 1 . 

20 

Best Mode for Carrying Out the Invention 

Referring to Figure 1, an SS7 network 10 is 
shown communicating three signalling end points 

25 constituted by two service switching points SSPs 
11 (between which pass speech circuits 12 of a 
transmission network not further illustrated) and a 
service control point SCP 13 that can control the 
operation of the SSPs to provide special services. 

30 The 887 network 10 includes two pairs 14 of 
signalling transfer points STPs, and a plurality of 
link sets 18 interconnecting the SSPs, SCP and 
STPs into a redundant network. Each signalling link 
set 18 is made up of one or more individual signal- 

35 ling links, the number of signalling links in a link set 
being chosen to provide appropriate capacity for 
the level of signalling traffic expected. 

It should be noted that an SS7 network belong- 
ing to an individual transmission network operator 

40 will typically comprise more STP pairs, SSPs and 
SCPs than illustrated. 

Messages traversing the links of the network 
may be any of a large number of different types, 
depending on the nature of the call to which the 

45 message relates and the function specified by the 
message. As will be more fully described below, 
each message includes information identifying its 
type and a routing label identifying the source and 
destination of the message. 

50 In order to monitor the behaviour of the SS7 

network 10, monitor probes 21 are provided; in 
Figure 1, two such probes are shown. These 
probes are associated with respective signalling 
links and are connected to a management station 

55 17 that serves to collect and analyse the outputs of 
the probes 21. The management station 17 may 
also be arranged to control the configuration of 
each probe 21 to set the probes up to monitor 



BNSDOCID:<EP 0658032A1> 



5 



EP 0 658 032 A1 



6 



particular events on the network 21. In the present 
example, the probes 21 and station 17 inter-com- 
municate over a network 19 (e.g. a LAN) distinct 
from the SS7 network; however, it would be possi- 
ble to arrange for the probes 21 and station 17 to 
inter-communicate over the SS7 network itself by 
connecting the probes 21 and station 17 to their 
nearest signalling points of the SS7 network. In this 
latter case, information is passed between the 
probes 21 and station 17 in SS7 messages that are 
encoded and decoded by the associated signalling 
points. 

Figure 2 shows in more detail the general case 
of the connection of a monitor probe 21 to one link 
18A of a link set 18 that extends between two 
signalling points 20 (for example, between the SCP 
13 of Figure 1 and one of the associated STPs). 
The link set 18 of Figure 2 comprises three links, 
namely the monitored link 18A and two further links 
18B and 18C. The signalling points 20 both identify 
these links 18A, B, C as the first, second, and third 
links (LINK = 1 , 2 or 3) between them. 

The signalling points 20 are themselves 
uniquely identified in the SS7 network 10 by point 
codes. In the Figure 2 example, point codes 8 and 
9 have been allotted to the signalling points 20 
simply by way of illustration (in practice, each point 
code is specified by 14 bits). 

It will be appreciated that any individual link on 
the network can be uniquely identified by the triplet 
composed of: 

- the point code of the signalling point at one 
end of the link; 

- the point code of the signalling point at the 
other end of the link; 

- the link number within the link set joining the 
signalling points. 

Thus, the link 18A is uniquely identified by the 
triplet (8, 9, 1). 

The monitor probe 21 is operative to automati- 
cally ascertain the absolute identity of the link 18A 
on which it is installed and to pass this information 
back to the management station 17. 

In order to ascertain the absolute identity of the 
link on which it is installed, the monitor probe 21 
monitors the messages on the link to which it is 
connected. As already noted, each message con- 
tains a routing label holding routing information. 
The format of this routing label is illustrated at 42 
in Figure 3; as can be seen, the routing label 
comprises 32 bits with 14 bits being allocated to 
record the point code of the source signalling point 
(that is, the signalling point sending the message), 
a further 14 bits being allocated to the point code 
of the destination signalling point, and 4 bits for- 
ming a signalling link selection (SLS) field. 

The source and destination point codes in the 
routing label are, of course, intended to indicate the 
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original starting point and the final destination point 
of the message rather than next hop beginning and 
end points. Thus, for most types of messages on 
an SS7 network, reading the destination and source 

5 point codes in the routing label cannot be taken as 
giving any reliable information about the point 
codes of the signalling points at either end of the 
link on which the message was read. Furthermore, 
the signalling link selection field is in most types of 

70 SS7 messages used to indicate a preferred link to 
be used in transmitting a message; however, there 
is no guarantee that this link is the one actually 
used in practice as other factors may intervene to 
override this preference. 

75 In other words, for most SS7 message types, 

the monitor probe 21 cannot, by reading the rout- 
ing label of messages on the link it is monitoring, 
ascertain the absolute identity of that link. However, 
for one message type, namely signalling link test 

20 messages, the source and destination point codes 
in the routing label of the message do indeed 
indicate the signalling points at opposite ends of 
the link on which the message is monitored. Fur- 
thermore, for such signalling link test messages, 

25 the SLS field of the routing label actually contains 
the link number of the link carrying the message as 
between that link and any other links in the same 
link set. 

The monitor probe 21 may therefore ascertain 
30 the absolute identity of the link it is monitoring by 
detecting signalling link test messages on the link 
and reading off the routing label of such messages. 

Figure 3 shows the relevant message formats 
for signalling link test messages. Thus, at 40, the 
35 general format of a 887 message-signal unit (MSU) 
is illustrated and, as can be seen, an MSU com- 
prises the following fields: 

- an 8-bit flag field; 

- a 7-bit backward sequence number field 
40 (B8N); 

- a backward-indicator bit (BIB); 

- a 7-bit forward sequence number field (FSN); 

- a 6-bit link indicator field (LI); 

- a spare 2-bit field (SP); 

45 - an 8-bit service information octet (SIO); 

- a signalling information field of 8n bits where 
n is only an integer equal to 2 or more; 

- a 16-bit check field; and 

- an 8-bit terminating flag field. 

50 Signalling link test messages are contained in 

the signalling information field of an MSU. The 
format of a signalling link test message is shown at 
41 in Figure 3. A signalling link test message 
comprises the following fields: 

55 - a 32-bit routing label; 

- a 4-bit heading code HO; 

- a 4-bit heading code HI; 

- a spare 4-bit field; 

4 
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- a 4-bit length indicator; and 

- a test pattern of 8m bits where m is an 
integer. 

The fornnat of tlie routing label of the signalling 
link test nnessage 41 has already been described 
above with reference to format 42. 

Uniquely for signalling test messages, the ser- 
vice indicator of the MSU (that is, the first 4 bits of 
the SIO field) is set to 0001 and the heading code 
HO is set to 0001 . By looking for messages with 
these settings, the monitor probe 21 can identify 
signalling link test messages. 

Further information regarding signalling link 
test messages can be had by reference to the 
CCITT recommendations referred to above. 

Returning now to a consideration of the Figure 
2 monitor probe 21 , the probe is interfaced with the 
link 18A by a network interface 22 which non- 
intrusively reads the messages on the link. The 
output of the network interface 22 is connected to a 
monitoring circuit 23. The monitoring circuit 23 
carries out pre-determined monitoring operations 
(for example, noting all messages coming from a 
particular signalling point) and stores the results of 
its monitoring operations in a data memory 24, The 
nature of the predetermined monitoring operation 
may be fixed or may be pre-programmed from the 
management station 17 by messages passed over 
the network 19. through an interface 26 of the 
probe, to a control unit 28 that serves to appro- 
priately program the monitoring circuit 30 for the 
monitoring operation required. 

The data stored in the memory 24 is periodi- 
cally passed to the management station 17 after 
formatting in a report generator 25 the output of 
which is connected to the interface 26. The genera- 
tion of reports is controlled by the control unit 28 
and is effected, for example, at predetermined in- 
tervals or in response to a request message re- 
ceived by the control unit 28 from the management 
station 17. 

An identifier for identifying the probe 21 is 
stored in memory 32. This probe identifier is read 
by the report generator 25 each time a report is 
generated and the probe identity is included in 
each report sent to the management station 17, In 
this way, the station 17 knows the origin of the 
report. 

The foregoing general operation of the probe 
21 is standard and can be readily implemented by 
persons skilled in the art. 

In order to provide for automatic detection by 
the probe 21 of the absolute identity of the link on 
which it is installed, the monitoring circuit 30 of the 
probe is provided with a signalling link test mes- 
sage detection circuit 30 that is operative upon 
initial installation of the probe to cause the monitor- 
ing circuit to respond to the presence of a signal- 



ling link test message on the link 18 by reading off 
the routing label of that message and storing the 
contents of the label in a link ID memory 31. Once 
the absolute identity of the link ISA has been 
5 determined by the probe 21, the control unit 28 is 
informed by means of a signal on line 29 from the 
detection unit 30. Thereafter, the control unit 28 
causes the report generator 25 to send a message 
to the management station 17 including both the 
10 probe identity and the absolute link identification 
information from memory 31 . 

After the management station 30 has been 
passed the absolute link identifier together with the 
probe identity, it can subsequently relate the moni- 
es toring data passed to it from the probe to the 
corresponding link (it being recalled that the moni- 
tor data is passed with the probe identity). 

Prior to detection of the absolute link identity 
by the detection circuit 30, the normal monitoring 
20 operation of the circuit 23 can be inhibited, al- 
though this is not essential. Furthermore, it is also 
possible to arrange for the detection circuit 30 not 
only to detect the absolute link identity on initial 
installation of the probe 21, but also at periodic 
25 intervals or on a continuous basis, in which case 
the management station 17 need only be informed 
again of the absolute link identity should the latter 
change. 

It will also be appreciated that it is not essential 
30 for an initial message to be sent from the probe 21 
to the management station 17 relating the probe 
identity to the absolute link identity as .the latter 
information can be included in each monitored data 
report sent by the probe to the management sta- 
35 tion. 

Generally, of course, the management station 
17 will be receiving reports from a plurality of 
probes 21 . The station 1 7 may therefore maintain a 
look-up table in which it stores all the probe iden- 
40 titles together with their associated absolute link 
identifiers. 

If an operator at the management station 17 
now wishes to send an instruction to a particular 
monitor probe 21 (for example, to reprogram its 

45 monitoring operation), then the operator need only 
specify the link in which he is interested and the 
monitoring station itself can automatically deter- 
mine by reference to its look-up table the identity 
of the corresponding probe. 

50 It will be appreciated that the use of the term 

"probe" in relation to the monitor probe 21 carries 
no special significance other than to indicate ap- 
paratus that looks into a network to extract Informa- 
tion of interest. Furthermore, as already indicated 

55 above, the present invention can also be applied to 
apparatus other than monitor probes. 
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Claims 

1. A monitor probe for monitoring a selected link 
of an SS7 network, the probe being operative 
to detect a signalling link test message on said 
selected link and to read and subsequently use 
the contents of the routing label of that mes- 
sage as an absolute identifier of said selected 
link. 

2. A monitor probe according to claim 1, wherein 
said probe includes means for communicating 
with a remote management station, the probe 
using said absolute identifier in its communica- 
tions with said management station to identify 
the location of the probe in the signalling net- 
work. 

3. Apparatus intended for connection to an SS7 
link carrying messages each including a rout- 
ing label, these messages including signalling 
link test messages, said apparatus comprising; 

- interface means for interfacing the ap- 
paratus to an SS7 signalling link, 

- monitoring means connected to the inter- 
face means for monitoring messages on 
the signalling link to which the apparatus 
is interfaced, the monitoring means in- 
cluding link-identity detector means re- 
sponsive to the presence of a said sig- 
nalling link test message on said link to 
read and store the contents of the routing 
label of that message as an absolute 
identifier of the link, and 

- reporting means for sending said abso- 
lute identifier to a remote management 
station to enable the latter to determine 
to which link said apparatus is interfaced. 

4. Apparatus according to claim 3, wherein the 
monitoring means is operative to collect data 
on messages carried by said link, said report- 
ing means sending this data to said remote 
management station along with said absolute 
identifier. 

5. Apparatus according to claim 3, wherein the 
apparatus includes means for storing appara- 
tus identification information relating to the ap- 
paratus, said reporting means sending said 
apparatus identification information to the re- 
mote management station along with said ab- 
solute identifier whereby to enable the man- 
agement station to associate the apparatus 
with the link identified by said absolute iden- 
tifier. 



6. Apparatus according to claim 5, wherein the 
monitoring means is operative to collect data 
on the messages carried by said link, said 
reporting means sending this data to said re- 

5 mote management station along with said ap- 

paratus identification information. 

7, A monitoring system for an SS7 signalling net- 
work, the system comprising a plurality of 

10 monitor probes compliant with claim 5, a re- 

mote management station and communication 
means for communicating said monitor probes 
with the management station, the management 
station including association means inter-relat- 

15 ing each probe, as identified by its corre- 

sponding apparatus identification information, 
to the link interfaced therewith as identified by 
the corresponding absolute identifier. 

20 8. A monitoring system according to claim 7, 
wherein the monitoring means of each said 
probe is programmable by means of instruc- 
tions sent to the probe from said management 
station via said communication means, the 

25 management station including means for re- 

ceiving input concerning a monitoring opera- 
tion to be carried out in respect of a particular 
link of said network, means for identifying the 
probe associated with said particular link using 

30 said association means, and means for send- 

ing an appropriate instruction to that probe to 
carry out the required said monitoring opera- 
tion. 

35 9. Apparatus intended for connection to a tele- 
communications signalling network, said net- 
work being of the type having a plurality of 
signalling points interconnected by signalling 
links with at least certain of said signalling 

40 points being directly interconnected by more 

than one link in parallel, the network being 
arranged to carry messages of several dif- 
ferent types with each message including both 
message type information as well as routing 

45 information, said routing information identifying 

for at least one message type, but not all said 
types, the signalling points directly connected 
by the link carrying the message concerned 
and the identity of that link as between that link 

50 and any other parallel link; said apparatus 

comprising: 

- interface means for interfacing the ap- 
paratus with a said signalling link: 

- monitoring means connected to the inter- 
55 face means for monitoring messages on 

the link to which the apparatus is inter- 
faced, said monitoring means including 
link-identity detector means responsive 
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to the presence of a message of a said 
at least one nnessage type on said link, 
to read, as an absolute link identifier for 
the link carrying the message, the rout- 
ing information contained in the mes- 5 
sage, and 

- means for reporting to a remote manage- 
ment station the read-off absolute link 
identifier. 

10 
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